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Introduction & Executive Summary

This report represents an assessment of Trustworthy Computing (TWC); Microsoft’s
personal vision of security and a broader exploration of the present threat directed
towards business and the national critical infrastructure from the Internet.

This is not a technical document. It presents a top-level impression of the current
information security situation and offers an independent assessment of the impact and
direction of Microsoft’s Trustworthy Computing initiative.

The last twelve months have witnessed a worrying escalation in the number of
vulnerabilities, which can lead to Internet-based attacks on organizations and the
compromise of their information infrastructure’. 2002 was also the year that saw the
launch of Microsoft’s TWC initiative, a significant re-purposing of the company’s
strategy, which now places security as the principal priority in all its products,
changing it from an optional setting to a default, in order to meet the twin challenges
of information risk and Internet crime.

Recent incidents, such as SQL-Slammer® in January and a critical Win2K/IIS
(vulnerability * in March of this year, have exposed potential vulnerabilities in
Microsoft’s products, the difficulty in deploying them securely, and the challenges of
keeping them secure as threats evolve over time *. While the company offers an
ambitious vision of a more secure future through the next generation of Microsoft
products, in order to achieve a higher degree of market confidence in TWC, the
company has to find ways of tackling many thousands of published and un-published
vulnerabilities. These can potentially ‘compromise’ millions of un-patched legacy
products running under licensed and un-licensed versions of Windows-95, Windows-
98 and Windows NT across the globe.

The Devil in the Detail

Are Microsoft products more vulnerable than the alternatives and in particular, those
available from the Open Source community?

! More than one million UK businesses are vulnerable to hacker attacks according to a study by Microsoft, 65 % of
small and medium-sized businesses in the UK have no form of intrusion detection system, while more than 15%
do not even a basic firewall.

2 Estimated SQL-Slammer incurred damage estimated at between $950 million and $1.2 billion in lost productivity
in the first five days worldwide.

? MS-03-007 WebDAV — IIS/Windows 2000

4 Forrester Research notes that while Microsoft's patches for the last nine high-profile Windows security holes
predated such attacks by an average of 305 days, too few customers applied the fixes because "administrators
lacked both the confidence that a patch won't bring down a production system and the tools and time to validate
Microsoft's avalanche of patches."
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Independent research now suggests that the accusation of generic weakness in
Microsoft’s products, when contrasted with Linux, is statistically exaggerated.
Microsoft’s market share makes it the proportionally the biggest victim but the
argument used against the company, is equivalent to insisting that Fords are
statistically less safe than Ferraris, because more of the former which makes more
models, are involved in more accidents.

The results of the most recent Symantec Internet Threat Report, illustrates how
Internet threats have intensified and evolved in many ways, while remaining relatively
stable along other criteria. Although the number of overall attacks decreased last year
the overall number of vulnerabilities rose alarmingly. Symantec documented 2,524
new vulnerabilities in 2002, up 81.5% from the previous year.

Symantec’s analysis is supported by Internet Security Systems (ISS X-Force®), who
have reported that the number of computer security incidents and attacks detected at
businesses worldwide © has soared by 84% between the fourth quarter of 2002 and the
first quarter of 2003, fuelled by a surge in the number of mass-mailing worms,
according to ISS’. Of all the events reported by businesses in the quarter, the top
categories were '"suspicious activities", which includes scanning networks for
vulnerabilities and accounted for 73.5% of total events, and unauthorised access
attempts, which accounted for 11%.

Both Microsoft and experts in the Open Source community would agree there is only
so much an organisation can do to secure its software environment. Properly
configured, patched and updated there is little to choose between them. The critical
factors are represented by the speed of response on the part of Microsoft or the Open
Source community to an ‘outbreak’, on the scale of SQL-Slammer and the
commitment of the customer organization to a sound security policy as found in the
international information security standard, ISO/BS7799.

To Educate and Protect

Microsoft’s greatest challenge lies in convincing the world that TWC can work in
practice rather than in principle. Its commercial rivals might argue that the Windows
architecture has taken the world down a blind alley, which is intrinsically insecure and
incompatible with the demands of Internet security. Microsoft supported by the
evidence, now has to prove otherwise by delivering tangible results through the
evolution of TWC and by providing better education, information and reliable patches
and support to its existing customers. Trust is however a two-way relationship and
without customers adopting a consistent and sensible approach to information
security, there is only so much protection that Microsoft or any other software
company can offer. A vendor can create the software equivalent of Fort Knox with all
the doors and windows locked ‘out-of-the-box’ but beyond this point, the burden of
responsibility moves towards the customer to ensure that the level of security in place,
matches the needs and size of the organization involved.

’ XForce's Internet Risk Impact Summary (IRIS) report draws information from more than 400 network and
server-based intrusion detection sensors located at businesses on four continents and spanning all major industries.

% The report tracked 20 industry sectors over the quarter and found that retail businesses were attacked the most,
accounting for 35% of attacks, financial services accounted for 11.5%, healthcare and manufacturing 9% each, and
federal and local government accounted for 1%

" Computer Weekly — CW360.Com - 7™ March 2003
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In the National Interest

The monthly report to the Prime Minister from the e-Minister, Patricia Hewitt and the
e-Envoy, Andrew Pinder, offers a metric of national progress against the
commitments announced in the Government's UK Online strategy. In a departure
from the traditional format, which clearly illustrates concern on matters related to
information security the March report to Tony Blair provides a brief summary of
government activity since October, focusing solely on issues surrounding electronic
security. Initiatives addressed in the report included the new online information
security guide for small businesses and the Warning Advice and Reporting Point
scheme established by London's eGovernment agency, London Connects.

The Prime Minister would have had good reason for a personal interest in electronic
security, as on the 23™ March the 10 Downing Street website® was briefly rendered
inaccessible following a coordinated denial of service attack protesting Mr Blair’s
role in the war with Iraq.

Over the last six months, I have been examining the question of information security
and the Internet in the public and private sectors. I've collected the opinions of civil
servants, MPs', MEPs' the Police, and leading experts from the different interests that
divide opinion in the IT industry: Microsoft, IBM, Red Hat, Symantec and many
more. When I mention my interest in the security of the public sector I find reactions
can be very different. With government as an important customer, the IT vendors are
happy to discuss their own vision of the future for information security but in contrast,
some parts of government have been reluctant, reflecting the broad concerns, which
led to the matter being included in the report to the Prime Minister.

If November of last year was notable for the eSummit, a well-orchestrated celebration
of the Prime Minister's 2005 vision of joined-up government and 'Broadband Britain',
then December offered a less well-publicised but equally significant gathering in a
quiet London hotel. This was the UK's first ever eCrime congress sponsored by the
National Hi-tech Crime Unit (NHTCU) which attracted an audience of high-ranking
delegates from law-enforcement agencies and governments around the globe, who
gathered to listen to a keynote speech from Home Office Minister Bob Ainsworth
MP.

The irony of the two events taking place within weeks of each other did not pass
unnoticed. On the one hand, we are presented with an agenda of national importance,
one that involves a radical transformation of the public sector and with it, Britain's
emerging role as an example to other countries. In contrast, there were the
conclusions from the eCrime Congress, that the Internet and its foundation

¥ The No10 site reportedly runs on Microsoft’s Internet Information Server on Windows 2000
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technologies are open to organised criminal abuse ° on a scale, which remains to be
grasped. At the conference, I presented several of the challenges associated with the
collection of accurate statistics but Internet crime defies jurisdictional geography and
like the drugs trade, it leverages the criminal code weaknesses of the poorer states. As
a Ukrainian police officer commented:

"I have ten men, three large cities and very little budget in a country with many other
urgent priorities"”

Today, we talk in terms of the Internet and its growing importance as part the
'National Critical Infrastructure’ '’but we might as easily think in terms of Swiss
cheese when presented with relatively simple matters of information security at the
organisational level.

Crime & Continuity

One in five organisations
have experienced a
security breach

"This is about business
continuity”.
"“The vulnerability of the

technology and the cost
of complacency”

- Len Hynds NHTCU

To illustrate this view, there was yet another embarrassing 'leak' before Christmas of a
confidential Foreign and Commonwealth Office document to the US-based web site
Cryptome.Org. The Sunday Times, which now makes a point of watching Cryptome
for salacious gossip, picked-up a confidential memo which described the visit of
Russia's Defence Minister, Sergei Ivanov to London and what was discussed between
our governments over dinner. There was the normal polite discussion on Iran and
Chechnya and weapons of mass destruction but according to the memo:

"Chernov, one of Ivanov's staff at the PUS' dinner launched a diatribe about the threat
which the internet and an 'uncontrolled information space' posed to world security. He
depicted the Internet as the major global threat over the next 5-10 years."

The Statistics of Crime

Statistics are a problem for any of us attempting to grasp the scale of the growing
information security challenge to our society. In December 2002, in an open letter to
Members of Parliament, I noted that October 25th 2002 set a new record for attacks
on computers on a global basis''. At the eCrime congress, Len Hynds, the Director of
the National Hi-Tech Crime Unit, reported that over 80 % of UK companies have
now been attacked or aggressively scanned for weakness from the Internet;
PricewaterhouseCoopers reporting that one in five organisations have experienced a
security breach.

® The US Federal Bureau of Investigation has referred 48,252 fraud complaints to federal, state and local law
enforcement agencies in 2002 triple the 16,775 referrals it made in 2001. According to the 2002 Internet Fraud
Report, victims of internet fraud lost $54m in 2002, up from the $17m they lost in 2001.

10 If thirty motivated people with hacker skills and $10 million were to attack us today, they could bring this
country to its knees”. Mike McConnell — Former Director of the United States National Security Agency.

11 In 2002, Symantec documented nearly 50 new vulnerabilities each week, a rate that was more than 80% higher
than the rate recorded during the prior year.
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This article appears In eGov monitor Weekly, the mast informative round-up of
electronic government and public secfor ICT. To receive this publication apply here.

9 December 2002

The Mandate of Heaven

By Dr Simon Moores

"Parliament", said my distinguished friend "has always leaked like a sieve”,

I'm researching the thorny issue of 'Confidence in Public Sector Computing' and we were
discussing the dangers presented by the Internet. In his opinion, information security is an
oxymoron, which has no place being discussed in a Parliament built upon the uninterrupted
fluwduf infarmation of every kind, from the politically sensitive to the most salacious and
mundane.

With the threat of war hanging over us, I asked if MPs should be more aware of the risks
that surraund this new communications medium? More importantly, shouldn't the same
policies and precautions that any business might use to protect itself and its staff, be
available to MPs?

Also in December, winner of the New Statesman media award, eGov_monitor,
reported that government departments have experienced more than 9,000 digital
attacks on their IT systems so far this year. Over half of the attacks on UK
government systems this year, were reportedly directed towards the Cabinet Office
and its agencies, which during 2002 suffered some 5,857 attacks, with 1,167 of these
occurring in October alone.

Ministers revealed the security threat to government in responses to a series of
parliamentary questions tabled by Labour backbencher Brian White MP and Liberal
Democrat MP, Richard Allan, stressed the importance of improving information
security in a 'Today' programme interview on Radio 4.

One large metropolitan council interviewed averages 26,000 emails each day and in a
single month, last year, experienced 988 separate virus attacks from 26 separate
viruses. Significant cost and effort goes into content filtering and the council’s head of
IT receives between ten and twelve discovery requests each month for the purpose of
internal investigations involving email and its content.

The Vocabulary of Risk

Symantec’s latest Internet Threat Report, amalgamating both Symantec Managed
Services and Security Focus data for the last six months of 2002, reveals how Internet
threats have intensified and evolved in many ways, while remaining relatively stable
along other criteria. Although the number of overall attacks decreased last year the
overall number of vulnerabilities rose alarmingly. Symantec documented 2,524 new
vulnerabilities in 2002, a gain of 81.5 % from the previous year, which, as we have
read was bad enough in its own right.

, symantec..

Symantec argues that despite this decline in overall attacks against business, many
organizations, such as those in the financial services sector, experienced a sharp rise
in attack volume and relative attack severity, while other companies, such as tenured
security monitoring clients, substantially reduced their risk profile. Attack volume by
country of origin was mostly consistent with past studies. 80% of attacks were
launched from systems located in only 10 countries, and the United States was by far
the largest source of attacks.
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Approximately 60% of the documented vulnerabilities were easily exploitable either
because sophisticated tools were widely available for use by the ‘wannabe hacker’
community’ or because exploit tools were not required at all. As you might expect
from this news and by leveraging the vast supply of vulnerabilities, the more
malicious of these virus authors introduced several successful blended-threats over the
past six months.

A British Computer Society study reveals that Most IT departments are unprepared 2
to deal with viruses and ‘cyberterror’ attacks and reveals a lack of security policies.
Attacks from within continue to be seen as the principal threat to IT security: internal
fraud and abuse are rated as a high or medium threat by 72% of IT managers.

In line with the increase in risk, companies are taking more time to recover from virus
attacks, according to a new report, and costs are rising. However, they are now more
likely to suffer from a string of small attacks throughout the year, rather than from a
single major attack.

IT Week reports ' that a survey by Icsa Labs of organisations with more than five
hundred PCs, found they took an average of twenty-three person days to recover from
each virus disaster in 2002, up from twenty days in 2001. Icsa Labs ", defined a
disaster as a simultaneous attack on twenty-five or more PCs, or an attack causing
major damage.

Icsa Labs - Monthly infections per 1,000 PCs

120
100 .
80 +—
60 +—
40 +—
20

Incidence

2002 2001 2000 1999 1998

Year

The average cost of recovery from each disaster increased from £45,000 in 2001 to
£52,000 last year. About three-quarters of organisations said the virus problem was
worse in 2002 than in 2001. The monthly infection rate among 306 medium to large
firms increased to 105 per 1,000 PCs, up from 103 in 2001, and 91 in 2000.

Four viruses in nine months caused the eighty disasters reported in 2002. This differed
from previous years, when most disasters were reported in a single month and were
caused by a single virus - for example Melissa in 1999 and Loveletter in 2000.

12 Less than 50% of IT departments have formal procedures for dealing with threats such as a bomb or a fire, and
only 33% have a plan if a virus beats their anti-virus software, according to the study by the BCS and Henley
Management College. Even though 91% of senior IT managers questioned have security policies in place to avoid
or reduce threats, only a minority have contingency plans if policies are breached. - CW360.com [7-4- 2003]

13 Madeline Bennett, IT Week [31-03-2003]

14 .. . ...
Icsa Labs, a division of security specialist TruSecure
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Email attachments were the most frequent source of attacks, and infected 86% of
firms. Internet downloads and Web browsing were responsible for 11% and 4% of
infections respectively.

The main problems caused by viruses were loss of productivity and unavailability of
machines. Lost data and corrupted files were also key concerns. Icsa Labs advised
companies to keep using desktop antivirus solutions in conjunction with email
gateway or SMTP server protection, file attachment filtering and Web browsing

defences.

© Zentelligence 2003 — All Rights Reserved Page 11



A Special Report on the Present State of Information Security & Trustworthy Computing ©

Chasing the Dragon

Statistics frequently need to be taken ‘With a pinch of salt’, in the absence of a single,
authoritative and integrated source of information capable of presenting an impartial
and evidential view of the growing security problem now facing both the private and
the public sectors. The eCrime congress called for better and more centralised
reporting to assist the NHTCU which sees its efforts "undermined by under-reporting"
which impacts on the accuracy of its threat assessment task. But reporting, though
useful, like any crime figures, only offers a picture of what has happened while most
organisations are calling for better predictive information in the fight against Internet
crime.

In the words of Microsoft's Chief Security Strategist, Scott Charney '°, speaking at the
eCrime congress in December, "More than half of all computers operate in an
unmanaged environment". While it's hard to arrive at accurate figures, a significant
percentage of systems are protected by either limited security or are accessible
through default passwords, such as "Administrator". The British hacker, Gary
McKinnon, 'Solo' caught by 'Operation Sidewalk' last year, caused at least $1.3
million worth of damage among United States government systems through the
relatively simple exercise of installing a remote access 'PC Anywhere-type' program
on inadequately protected servers.

Since the tragedy of 9.11, the US government is far more attentive than most to issues
of information security and yet McKinnon allegedly compromised over ninety
sensitive systems from his flat in North London.

Increasingly, the Bush administration also worries that Islamic extremists may be
among the owners of U.S. companies involved in sophisticated computer activity. In
Dallas, at the end of December 2002, a posse of FBI agents arrested the operators of
Infocom, an Internet service firm allegedly financed by a leader of the militant '°
Palestinian group Hamas '’

15 See Scott Charney on the threat of cyber terrorism

1 See Giles Trendle on Palestinian cyber-militancy — The Colonel’s Network Warfare

17 . . . .
See Simon Moores on middle-eastern cyber-terrorism www.zentelligence.com or www.arabgov.com
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In February, CW360 reported that the NISCC (The National Infrastructure
Security Co-ordination Centre) had raised the prospect of cyber-attack by Islamic
militants, as a possible consequence of war with Iraq. Symantec most recently pointed
at Iran and Kuwait as the most frequent source of cyber-attacks from Tier-2
countries,'® over the last six months of 2002. However, the NISCC appears to be more
concerned about is the threat from ‘The enemy within’, a ‘fifth column’ of cyber-
militants, described as ‘terrorist-groups “who may actively seek to plant people inside
IT departments of critical organisations”.

Following the invasion of Iraq, the Arab online publication, Zawya.Com, picking-up
on a press release from the Mi2G Intelligence Unit in London, reported a significant
increase in the number of attacks on online systems in March. According to Mi2G,
The main operating system targeted is Linux. It comments that “One of the main pro-
Islamic anti-war attacker groups-Unix Security Guards-is a macro-hacking group with
members from Morocco, Egypt, Eastern Europe and Gulf countries. As a result, the
number of attacks against Linux online systems has crossed Microsoft Windows in
March. Some 71 % of all digital attacks recorded in March are against Linux systems
and only 24 % are against Microsoft Windows”.

In the current international circumstances, the public sector is feeling more vulnerable
to the prospect of information risk than ever before and the possible existence of a
fifth column may been entertained but is rarely expressed, due to the political
sensitivities involved in profiling.

18 mn- . . . . .
Tier One countries are more than one million users — Tier Two countries are less than one million users
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An Elusive Technology

In its 'Technology Trends for 2003', Red Herring Magazine concludes that software-
based information security has been and will continue to disappoint. It states that "If
software, the traditional approach to providing security, had been working, then
businesses wouldn't have lost an estimated $1.7 billion to security breaches since the
September 11 terrorist attacks. Software , by its very nature, is soft, it's easy to
change, damage, or destroy. Chips, on the other hand, are made from hard silicon; a
tougher nut to crack”.

The Security Lottery

56658 $13.2B  ga7em  48%of  <50%of  .ggooo
security  cost of loss and  entities  companies |nternet
incidents  malicious theft to stil have use hosts
In2002 Codein  computer N0 IS encryption  jnfacted
2001 crime policy  toprotect  apg ysed
wireless to spread
data NIMDA

Computer CSI PWC SANS
economics

The magazine points out that "Intel plans to include security features in its next
generation of microprocessors. The company hopes these chips will ensure that
computers are secure the moment they are turned on, thwarting a common hacker's
trick".

What Red Herring is referring to, is a well-developed plan from the TCPA (The
Trusted Computing Platform Alliance) for the incorporation of security features into
existing and future processor chips because "software performing sophisticated
encryption eats up precious computer cycles on devices like PDAs and laptops." The
idea is an enhanced hardware and Operating System-based 'Trusted Computing'
platform that implements trust into client, server, networking and communications
platforms and by "hardwiring the process onto chips, encryption speeds can increase
anywhere from 10 to 10,000 times".

This new expression, a new 'Trusted Computing Platform', suggests, that any
predecessor was, if not untrustworthy, then rather less than perfect in matters
involving security. This problem brings us to where we are today, at the beginning of
2003, looking back at a disastrous record of security incidents and exploits and
wondering how long it will be before any new approach to the challenge 'Trusted
Computing' can inspire real confidence from those at most risk from the technology
they rely so much upon.
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Defend, Recover and Manage

In January 2002, Microsoft's founder and Chief Software Architect, Bill Gates,
stepped forward to announce a radical shift in the strategic thinking of the company.
He argued that Trustworthy Computing should be built on four pillars: reliability,
security, privacy, and business integrity.

All of Microsoft's software engineers are taking part in security training programmes.
In software releases, no sample code is being installed by default, VBScript is turned
off by default in Office XP Service Pack 1, and Internet Information Server web
server is switched off by default in Visual Studio .NET. To track and measure its
progress, Microsoft has created a framework for the security objectives of
Trustworthy Computing: Secure by Design, Secure by Default, Secure in Deployment
and Communications (SD3+C).

Secure by Design

Microsoft’s stated objective with secure by design is to eliminate all security
vulnerabilities before a product ships and to add features that enhance product
security.

Secure by Default

The key idea of secure by default is to ‘turn off” services that are not required in many
customer 